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Data here, data there. We marvel, we also wonder. The city, 
an inexhaustible source of data (p. 4), is of course concerned. 
Does digital technology make cities smarter? Nothing is less 
certain; the smart city could be a boring city if it leaves 
sociability behind (p. 12). Digital technology also carries a risk 
of e-exclusion (p. 20). And managing all this data requires a 
strong dose of ethics (p. 14). All the more so as this gold mine 
arouses envy: its protection becomes a public issue (p. 34). 
Nevertheless, the promises of digital technology are well 
and truly there: it opens up imaginations and helps us invent 
what’s coming (p. 18), it renews citizen democracy (p. 24). It 
is also the key to finely tuned, ultra-personalised approaches. 
Like apps that offer a new form of customer relationship 
(p. 10), or MaaS (mobility as a service), which relies on data 
sharing to design a tailor-made mobility offer (p. 26). A detour 
through Barcelona and Paris Rive gauche gives us yet 
another glimpse of best practice (p. 30-32). Big opportunities, 
big responsibilities. As a personal issue and a collective issue, 
data has not ceased to fascinate us.

The living cities magazine

The living cities magazine



DATA  
AT THE SERVICE 
OF A BETTER CITY
 
We have entered the data age. Every step we take, each 
small gesture, produces considerable amounts of 
information, an enormous pool that can be exploited 
using artificial intelligence (AI).
For cities, the promise is great: the digital city will be more 
cost-effective, more sustainable, better managed, more 
secure, offering everyone, resident or visitor, a better 
experience. Initiatives are cropping up everywhere to make 
urban centres more and more connected – sometimes 
going to the extreme. Yet this poses the question: to what 
extent, and within what limits, can data really improve 
the city?
With the health crisis, we are experiencing on a large scale 
what a connected city could be. By emptying the streets 

and public spaces, the pandemic has made a virtual 
city spring up, formed of a myriad of private and 

professional spaces connected to each other. It 
has forced us to question the use and governance 
of data. While the subject was previously 
theoretical, it has now entered our lives and  
our way of thinking. And above all, we have  
(re)discovered, through a real-life test, that the 
city only has meaning when it creates social links, 
when it connects – in the original meaning of the 

term – people. It remains for us to live with these 
contradictions. And reflect on them, together.

Foreword

Petica is a comic book 
illustrator and author  

born in Brest and living  
in Berlin. He creates 

evocative images using 
sharp colour masses.

Working on Qualité  
de villes allowed him  

to experiment with his 
way of developing images, 

with a well-defined 
direction and finish  

that leaves room  
for interpretation.
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digital experts
Daniel Kaplan, co-founder  
of The Plurality University Network,  
and Françoise Soulié-Fogelman,  
scientific advisor to Hub France IA.
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Sensors are everywhere in the city.  
Every day, sometimes in open data, they collect 

billions of pieces of information about our 
consumption, our behaviour, our movements. Taking  

a closer look at them helps us better understand  
how the smart city may change our daily lives.
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LED

DIJON

RER line B
Sensors in  
the embankments
The embankments of  
RER line B are now bristling 
with connected sensors.  
The technologies of big 
data and the Internet  
of Things allow predictive 
maintenance to be carried 
out, by identifying water 
seepage into the land, 
malfunctions using noise 

probes, and faults on  
the tracks using computer 
vision (image analysis). 
RATP is also installing 
smart sensors on  
its rolling stock to monitor 
its condition in real  
time, thus avoiding 
immobilisation of trains, 
metros and trams and 
optimising maintenance 
inspections.

RATP APP
Everyone has a role to play
The back of bus 69 needs 
cleaning. Heavy traffic on line 9 
at 8:30 this morning… The 
RATP app allows passengers  
to report valuable information 
regarding the life of the 
network operated by RATP.  
A spirit of good citizenship that 
is also at the heart of many apps 
offered by cities, departments 
and regions to their residents.

AMY
AMY, the app that saves 
lives Co-developed by an 
RATP Group intrapreneur 
and a start-up, the AMY app 
prevents collisions between 
trams and pedestrians  
who are too absorbed by 
their smartphones, these 
“smombies” who lose  
all contact with their 
immediate environment.  
A box installed on  
the tram emits a specific 
ultrasound frequency.  
This is immediately picked 
up by AMY and triggers  
an audible and visual  
alert on the smartphone,  
to make the user react  
to the imminent danger.

Dijon
Managing the city
Traffic signals, lighting, 
security cameras, roads, 
access points to the city 
centre, and more. Dijon  
is one of the first French 
cities to have a connected 
control room to remotely 
manage and maintain  
all its urban infrastructure. 
The city expects 65% 
energy savings, notably 
through switching to LEDs 
for street lighting, and a 
50% saving in maintenance 
costs, with renovation  
of the equipment.

Singapore
The Singaporean secret
45% of Singaporeans use  
the bus network and only 
20% own a car. But how  
does Singapore do it?  
The city-state manages  
to influence urban mobility 
by directing usage. It 
“discourages” the use of  
the private car and promotes 
alternatives: ride-sharing 
services, buses or driverless 
cars. Its strengths: a limited 
area (only 700 km2), control 
of urban development, 
and an open data collection 
policy that allows it to 
manage and promote smart 
mobility in particular.

ZENPARK
Zen parking Nearly one  
in three motorists driving  
in cities is in search of  
a parking space. Smart 
parking makes it possible to 
better manage this resource, 
which has become scarce. 
Los Angeles, for example, 
has invested in sensors  
that inform users of vacant 
spaces in real time. The 
result is a 10% increase  
in use for the least-occupied 
parking spaces and a 5% 
decrease in occupancy  
for the most popular ones. 
The French start-up 
Zenpark, in which RATP 
Capital Innovation has  
a stake, enters into 
agreements with owners of 
parking lots in order to pool 
some of their little-used 
spaces and open them  
for reservation via its app.

LED
Let us examine lampposts 
closely: what can lamps at 
street corners do? A classic 
urban marker, they have 
become a pillar of 
connected cities. Switched 
over to LEDs, they can  
now incorporate motion 
detection sensors, capable 
of differentiating between  

a cyclist, a pedestrian or a 
car, and changing the quality  
of the lighting accordingly.
They can also be fitted with 
air quality measurement 
sensors or security cameras. 
And here, at the foot of the 
mast, this box is a charging 
station for a car, scooter  
or electric bicycle.
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THE NEW 
CHAMPIONS

OF CUSTOMER 
RELATIONS

“Our customers and 
passengers demand 
ultra-reliable and highly 
consistent information, 
whatever the medium 
they use.
We pay the greatest attention  
to the customer’s voice, allowing  
us to include any stumbling blocks  
in our digital road map and  
resolve them.”

Real-time 
information  
from the Digital 
Factory
RATP Group created its own Digital Factory in 2019. 
This is a crucial asset for the agile and rapid 
development of new functionalities, and for their 
immediate improvement based on customer feedback. 
This team was notably responsible for integrating  
a Covid-19 information centre into the RATP app in 
record time, bringing together all useful passenger 
information.

Between 2017 and 2019, according to mobile data  
analyst App Annie, the time spent by consumers 
worldwide on their cell phones increased by 35%.  

In the wake of this iconic object, a new relationship-  
and service-based world is fast developing.

On the move

Listening to customers

Crowdsourcing

Personalised

Chatbot

Digital Factory

  82%(1) OF FRENCH PEOPLE 
ARE MOBILE INTERNET USERS

Out of its 67 million inhabitants, France has 58 million 
Internet users and 82% of them access it through a 
mobile device. An unrivalled tool when on the move, 
the cell phone has become our personal assistant of 
choice. While communicating with our network is the 
major use we make of it, mobile apps also offer a new 
channel through which consumers engage and 
communicate with their favourite brands: 26% of users 
say they contact them through social networks. A figure 
that rises to 37% among those aged 20 to 40. This 
trend is also reflected in retail, with 25% of French 
people having made an online purchase with their 
smartphone in 2020.
(1) We Are Social and Hootsuite 2020 study.

400,000 CONTRIBUTORS TO 
MEASURE PASSENGER DENSITY 
ON THE METRO
Crowdsourcing, or participatory activity, is a true revo-
lution in the world of apps, and has allowed the devel-
opment of new services thanks to input from the user 
community. Available since last June on the RATP app, 
the “passenger density” feature allows anyone to report 
on the level of traffic on the line. Once consolidated 
with other data (from ticketing or counters installed on 
some trains), this feeds an algorithm that can more 
accurately predict the likely traffic on certain routes 
and at certain times. A further participatory feature 
has been launched recently, to report on the cleanliness 
of the network.

83%(1) OF CONSUMERS ARE 
WILLING TO SHARE THEIR DATA 
SO THAT THEY CAN RECEIVE  
A PERSONALISED EXPERIENCE
In the past, customer feedback was collected through 
successive waves of surveys. Today, information is fed back 
through multiple channels (apps, social networks, websites, 
etc.). This living material, sifted through semantic analysis 
using the power of artificial intelligence, can smooth out 
irritations and personalise the customer experience. Since 
2017, Bouygues Telecom has been using these technologies 
to detect signs that customers may be about to cancel 
their subscriptions. These kinds of weak signals also persuaded 
McDonald’s to serve its breakfasts throughout the day, 
after collecting data from orders placed via its app or 
touchscreen terminals.
(1) Accenture interactive study.

48% OF FRENCH PEOPLE 
HAVE ALREADY USED  
A CHATBOT OR VIRTUAL  
ASSISTANT ON THE WEB
The craze for instant messaging is gaining ground in the 
world of brands. Chatbots, software applications programmed 
to simulate a conversation in natural language, offer an 
instant and personalised response to millions of requests. 
Available on Facebook Messenger, the RATP chatbot has 
been providing practical information to passengers since 
2017. This type of software application will soon become 
an essential tool for customer relations. It is estimated 
that, within five years, 80% of our uses will move over to 
this type of chat service.

Analysis

DELPHINE NATHAN
Director of RATP’s Business  
and Marketing department
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For you, is the digital city syno-
nymous with the smart city?

The digital experience has been 
developing in a massive way in our cities 
over a long time. As we have seen with 
the Covid-19 crisis, digital technology 
has entered very deeply into our personal 
and professional practices as well as those 
of public players. As early as the 2000s, 
studies on mobility that I carried out 
with RATP showed how much cell phone 
use had changed the sociability of young 
people, who now moved around in “shoals 
of fish”.
This change is not the result of smart 
city-type planning. If we ask people in 
the street which digital players have 
changed their experience of the city, they 
spontaneously bring up Uber, e-commerce 
site Le Bon Coin, or Pokemon Go, not 
smart city players such as energy 
companies, communication networks or 
all those who “sell” this concept.

Are you rather critical of smart  
cities?

In any case, I consider that it is not an 
urban problem but rather a problem with 
a technology provider that can fuel the 
fantasy of a territory that is finally 
manageable, optimisable, as a system that 
can be understood as a whole. The concept 
of the smart city feeds the idea that the 
public interest can be reduced to a set of 

functions in a region. The problem with 
this vision of pure management, as seen 
with the first Korean smart cities, is that 
it forgets that the organic city is a place 
of meetings, of life, of initiatives. Paris, 
this hyper-dense city, is a place in which 
we cross paths and rub shoulders. The 
smart city, without integrating this concept, 
is boring! The lockdown showed us how 
much we miss real-life meeting places, 
the mobility, the density.

As a former member of the French 
National Digital Council, you have 
also warned about the dark side of 
the digital city.

I think that transparency is necessary. 
Who makes the trade-offs? Who decides 
on the investment choices? Do these 
mechanisms produce what is expected 
of them? Do they disseminate knowledge? 
Power? The possibility of better “feeling” 
your city? Do they increase our capacity 
to be citizens? To take initiatives? In this 
vein, I am interested in experiments with 
self-data, in which everyone can use their 
own data by cross-referencing it with 
public data. I am convinced that digital 
systems should be subject to joint 
decision-making. We can see this clearly 
with the discussions around Covid-19 
tracking apps. The data for the common 
good that we are promised can have a 
high democratic cost in terms of privacy. 
We must be aware that what we agree 
to install today will never go away.

You co-founded the Plurality 
University Network, which focuses 
on the power of imagination. Are 
you inventing other kinds of future 
for cities by giving a platform to 
artists and citizens?

Yes, this project seeks to rebuild our 
relationship with the future in a collective, 
participatory way. City residents want 

to write the future of their city, 
reinventing urban territories 
so that they can better live in 
them.
For example, our Fabrique  
des mobilités programme is 
col lec t ing hundreds o f 
“fragments” of the future 
(extracts from films, comics, 
books) offered by participants, 
with the aim of using this 
material from fiction, utopias, 
the arts and design to initiate 
discussion, renew vision and 
lead to concrete projects (urban 
planning, greening, mobility, 
etc.). The idea is to say new 
things with new words in order 
to encourage innovation.

“The smart city  
is boring! The 

lockdown showed us 
how much we miss 

real-life meeting 
places, the mobility, 

the density.”

Daniel Kaplan
Strongly involved in the development 
of the Internet in France and around 
the world since the 1990s, Daniel 
Kaplan sat on the French National 
Digital Council between 2013 and 
2017. A lecturer at Sciences-Po Paris 
and Télécom Paris Tech, he is also  
a member of Inria’s foresight 
committee. He co-founded the 
Next-Generation Internet 
Foundation (Fing) then, in 2019,  
the Plurality University Network.

Daniel
Kaplan

Co-founder of The Plurality University Network

Meeting  
with
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Scientific advisor to Hub France IA

Does the proliferation of data raise new ethical questions?
I would rather say that we should have been asking ourselves these questions a 
long time ago. The digital sector has been structured by private, non-European 
players, the Gafam companies (Google, Apple, Facebook, Amazon and Microsoft), 
which have developed at full speed, on an untrodden path. Facebook, Google and 
Waze users have been providing an incredible amount of information for a long 
time, without asking any questions. Who bothers to uninstall an app that comes 
preinstalled on the smartphone you just bought, that counts the number of steps 
you take during the day? No one. 
What strikes me as utterly irrational is that public opinion today refuses to do the 
same when the government proposes using an app to track Covid-19 cases. Due 
to a lack of knowledge and education, the general public is completely oblivious 
to what is done with the data so willingly given up to the private sector. At the 
same time, there is great distrust, which is extremely worrying, in public authorities. 
A lot of fantastical ideas have developed around these issues.

How can we remedy this lack of digital education?
What is needed is for every citizen, starting with the youngest, to understand what 
digital technology and artificial intelligence (AI) are really about. For the Institut 
Montaigne, I contributed to the development of an online training course, free and 
open to all, called “Objectif IA”. The aim is to train at least 1% of the French 
population, i.e. 670,000 people, in the fundamentals of artificial intelligence. Let’s 
stop talking nonsense, learn the basics, and then talk again about these ethical 
issues!

Haven’t examples of tracking apps such as those used in China fuelled the 
concerns you mention?

Maybe, but the Chinese context is very specific: China is by no means a democratic 
regime and the “social credit” system, under which the government collects absolutely 
all its citizens’ data from the Chinese equivalents of Google, Amazon or Facebook, 
has become widely accepted there. In addition, Chinese people have a relationship 
with innovation, an appetite for novelty, which means that they accepted these 
tracking applications in a completely natural way. Regarding these deep issues, 
which touch on the foundations of our social organisation, Europeans do not have 
the same attitude at all. The European Union defends the principle of AI for good 
and for all. The ethical bias is clear and indicates that digital technology must 
contribute to social cohesion, not to controlling individuals.

Francoise
Soulié-

Fogelman

Meeting  
with

Qualité de villes #2 — Fall 2020 — RATP Group 1514



But isn’t it too late to provide an ethical framework and build trust?
Even if the Gafam companies are, naturally, not in favour of regulation, I am 
convinced that we can act at the European level. The AI High-Level Experts Group, 
of which I am a member, submitted its “Guidelines for trustworthy artificial in-
telligence” to the European Commission in April 2019. We specifically chose to 
view ethics as a tool for building trust. In this document, we start from the idea 
that citizens and consumers need reassurance about how their data is used.  
They need a clear contract: I will give or sell you my data, but only if I am told why, 
how and for how long. We believe that the idea of “trustworthy” AI can even be 
a competitive advantage. We want to offer companies that develop products  
incorporating AI a list of questions that they can use to assess themselves.  
In the long term, it may even be that these assessments can be left to companies’ 
discretion for most products or services, but become mandatory for “risky”  
applications, such as those linked 
to driverless vehicles for example, 
or the release of welfare pay-
ments. For these applications, 
robustness and ethics must  
indeed be irreproachable.

Why would the Gafam companies suddenly agree to this type of assessment, 
when they have never done so before?

It is true that they are powerful and well established. But the Wild West and the 
Gold Rush won’t last forever. At some point regulation takes hold. Neither the 
United States nor China are investing in the field of ethics, so it is an opportunity 
for Europe, which is at the right scale to address these subjects. We have clearly 
shown with the General Data Protection Regulation (GDPR) that we can set an 
example and position ourselves as leaders in ethical and cutting-edge technology. 
The introduction of the GDPR sparked an outcry at the time, it was said that the 
regulation would stifle competitiveness, but we can now see that the United States 
is following suit, and California is moving towards even more restrictive regulations. 
So, it is possible!

What about citizens? Can they have a part to play in these developments?
It is really a question of balance: what do we agree to give and what do we expect 
in return? For trust to be established, a clear contract is needed. Tomorrow, if I want 
to use a driverless vehicle, I will agree to trade the use of my trip data in exchange 
for a high-performance mobility service. It’s a contract that can be accepted or 
refused. But for now, this clear contract with the Gafam companies does not exist.

Big data 
on the 
front line 
of the 
pandemic

Producing 
data 
together

Data collection and tracing 
are at the heart of dealing  
with the Covid-19 health crisis, 
with more or less coercive 
approaches depending on  
the country concerned.
South Korea and China have 
made tracing apps mandatory, 
transforming smartphones 
into real “snitches”.
With Hamagen (“the shield”), 
Israel has opted for voluntary 
tracing, via an app sponsored 
by the Ministry of Health and 
downloaded by those who 
want it. In the United States, 
researchers at Carnegie-
Mellon university have drawn 
on the power of social media 
to build a dynamic map of  
the spread of the virus in the 

In order to encourage 
compliance with distancing 
rules, the RATP app offers  
a new functionality, the 
crowdsourcing of passenger 
density. Passengers can use 

country. They offered a 
questionnaire for Facebook 
users to enter their symptoms 
and cross-referenced this 
feedback with analysis of 
Google searches. In France, 
the TousAntiCovid app 
(formerly StopCovid), which 
sparked a lively debate when 
launched on 2 June, was 
updated in October and is now 
enriched with access to factual 
and health information on  
the epidemic. By the end of 
October, it had been 
downloaded more than 
7 million times since its 
release.

the app to enter the traffic 
levels they encounter on their 
metro, RER or tram journeys. 
Once put together, this 
information, sourced in a 
participatory and voluntary 
way, benefits everyone.  
On the basis of precise 
information, it allows 
everyone to choose to travel 
at a less busy time, or even  
to opt for an alternative 
means of transport.

France is still 
wary of tracing 
applications.
Percentage of the 
population by country 
that has downloaded  
a government-approved 
application for tracing 
Covid-19 contacts 
(June 2020).
Source: Statista, 
June 2020.

Françoise 
Soulié-Fogelman
Françoise  
Soulié-Fogelman is  
a specialist in data 
mining(1) and big data 
who worked with  
the Institut Mines 
Télécom on big data 
platform TeraLab 
before teaching for 
several years in China, 
at Tianjin university. 
As a member of the 
board of directors  
of Hub France IA,  
she now contributes  
to the development  
of a European strategy 
in artificial 
intelligence through 
the European 
Commission’s AI 
High-Level Experts 
Group.

(1) Knowledge extraction 
from large quantities of 
data.

“Digital 
technology 
must 
contribute  
to social 
cohesion, 
not to 
controlling 
individuals.”
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The captivating thing about sci-fi movies 
is that they instantly immerse us  
in another world, thought out in every 
detail. Among the ideas that take shape in these 
movies, some have come to feed our imaginations, 
even our inventions. This is especially obvious in the 
field of means of transport. Who hasn’t dreamed of 
traveling in the DeLorean from Back to the Future? 
If time travel is not on the agenda, let’s remember 
one thing: the fuel for the famous car ends up 
being… nothing more than a handful of garbage. 
Visionary? Inspiring, to say the least! Another 
example is the unmissable Blade Runner, in which 
the characters use their flying car to crisscross  
the Los Angeles of… 2019, as imagined by Philip K. 
Dick. A fantasy that is not far from becoming a 
reality, with the flying taxis aiming to link Roissy-
Charles-de-Gaulle airport and Saint-Denis for  
the 2024 Olympic Games in Paris. Airbus, Aéroports 
de Paris and RATP Group are actively working on 
developing these airborne vehicles, with vertical 
takeoff and landing. When you zoom out, a city  
in its entirety unfolds on the screen. Scary for its 
gigantic size, like Fritz Lang’s Metropolis, dark  
and pernicious, like the Gotham City of the Batman 
movies from Tim Burton and Christopher Nolan,  
it is inspired by the fears of the time and feeds  
our urban imaginations, rich in expectation and 
revulsion.

The fears linked to the digital revolution 
and the terrifying duo of big data and  
Big Brother are extended to living hells,  
in The Matrix or Minority Report. The emergence  
of the connected city has, of course, inspired more 
recent films. There, the path divides into two urban 
representations with striking contrasts. On the one 
hand, the peaceful, luminous city which is home to 
the hero of Her. A permanent connection between 

the city and nature with its soft transport – right 
down to the plant decor of an elevator, that we 
assume to be very fast. Anticipation of the slightest 
human expectations via artificial intelligence.  
This reassuring, refined, ergonomic urban setting,  
a real cocoon where everything has been thought 
out and planned, is combined with the absence  
of any social interaction and the intimate bond  
that the main character weaves with an artificial 
intelligence, to ultimately generate a feeling of 
solitary suffocation. On the other hand, the dense, 
organic, informal cities offered by films like District 9 
or Elysium, are surprisingly richer in bonding, 
spontaneity, inventiveness, which emerge from 
behind the chaos perceived at first glance. Two 
representations that are poles apart, one under the 
thumb of data, the other left to its own devices.

And in “real life”? Fictional films, artificial 
intelligence and urban planning have 
found a very real meeting point: the Neom 
project, led by the Saudi Crown Prince, a future 
megalopolis spanning 26,500 km2 which is due  
to spring up in 2025. Legend has it that the Prince, 
excited after viewing Guardians of the Galaxy, 
wanted to include the film’s chief designer and 
special effects specialists on the team responsible  
for bringing this gigantic project to life. Announced 
as the capital of artificial intelligence and 
entertainment, a global showcase for green tech, 
Neom is therefore imagined, directed and produced 
in Los Angeles. An “ideal, zero-defect” city, in which 
people and their behaviour become mere pieces  
of data. A project that is creating controversy: digital 
thinker Daniel Kaplan criticizes this disturbing 
version of the smart city. According to him, this 
would erase all the rough edges at the heart of cities’ 
identities, and lead to each city being a mere replica 
of another. Another pitfall pointed out by the 
founder of the Fing: blanket surveillance of citizens. 
Did someone say science-fiction?

City, data, cinema

Imagination 
in motion

For information

To go further
Discover our sidebar “Design 
fiction, widescreen format”  
in the “Qualité de villes” section 
of the www.ratpgroup.com 
website.
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Dreaming cities

hen everyday services become paperless, when 
the simplest actions – like carrying out an 
administrative procedure, looking up a bus 
timetable, monitoring your child’s schooling – 

require the possession and mastery of a smartphone or computer, 
this gives rise to further inequality, widening the gap between 
generations, social backgrounds, those with and without higher 
education.

VERY SPECIFIC QUESTIONS
The Covid-19 health crisis has brought this to the fore: many 
households do not have the resources to equip every family 
member with a computer or cell phone, or to pay for an Internet 
subscription. For others, it is getting to grips with the tool that 
is the problem. But for Antoine Picon, research director at 
École des ponts ParisTech and professor at Harvard’s Graduate 
School of Design, “we can clearly see that the unequal access 
to digital technology is grafted onto existing inequalities. Digital 
technology cannot be thought of in isolation from the physical 
world: teleworking in peace and distance learning is difficult 
when your accommodation is too small, when you cannot 
separate yourself from other family members.”

BRIDGING THE GAP
A factor of progress for those who have 
mastered it, digital technology margin-
alises others, making it more difficult for 
them to access their rights, work and 
communicate with others. All over France, 
regions are therefore coming up with 

Does the connected city mean leaving part of the population 
by the wayside? This question is of concern to all elected 
officials, aware that access to digital technology is far from 
being a reality for all.

W

13 
million  
people say 
they feel  
cut off from 
digital 
technology.

“Digital technology 
cannot be thought 
of in isolation from 
the physical world.”

ANTOINE 
PICON
Research director  
at École des ponts 
ParisTech and 
professor at 
Harvard’s Graduate 
School of Design

A NEW
RISK,
A NEW
CHALLENGE
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3 QUESTIONS FOR…

increasing numbers of innovations to bridge the gap. Rennes 
and Grenoble have adopted a digital inclusion plan, with the 
support of Emmaüs Connect. The urban community of Grand 
Besançon has worked with a local start-up to create a “filter” 
interface, which allows users who are not Internet-savvy to 
find the same icons, the same language and the same fields 
to be completed, whatever the website. In Alfortville, users 
can get help from city officials to complete formalities on 
touch-screen terminals in the “Kiosk”, a public space located 
near the RER station.
There are now around 10,000 digital mediation facilities in 
France, including 4,500 digital public spaces. There is also a 
new generation of third-party facilities managed by private 
collectives, associations and educational establishments. The 
government launched a national development programme to 
support them in 2019. The goal is to devote €110 million over 
three years to create 300 “regional factories”.
In 2022, it will be possible to carry out 100% of administrative 
procedures on the Internet. But will we all be equal in the face 
of these paperless public services? This is the question, and 
the health crisis makes it more relevant than ever.

The RATP Group Foundation 
has been working on digital 
inclusion for several years,  
in particular by supporting 
Simplon, a network of 
supportive and inclusive 
factories that want to make 
digital technology a lever  
for social inclusion.
The two partners had already 
launched the Coding Bus  
on French roads in 2017,  
to introduce schoolchildren  
in priority education areas  
to computer code. In 2019,  
the Foundation supported a 
new project, “les Hackeuses”.
“Women with little education 
and from disadvantaged 
neighbourhoods have 
multiple difficulties,”  
explains Fred Bardeau, 

Simplon’s director. “We have 
therefore devised a 
programme that gives them 
both the basic technical skills 
and the confidence needed  
to embark on a career in the 
digital professions. They 
come out of this six-month 
programme transformed, 
much better equipped to 
undergo training alongside 
men.” In January 2020, 
around twenty of these young 
women came to take a 
behind-the-scenes look at 
ticketing in the offices of 
RATP Smart Systems,  
an RATP Group subsidiary. 
“They were very enthusiastic, 
curious about everything,” 
says Nathalie Rochet, the 
subsidiary’s communications 
manager.
“This moment of interaction, 
which is highly rewarding for 
them and the Smart Systems 
teams, also opened up 
avenues for us on the gender 
balance within our own 
workforce.”

40%  
of socially 
vulnerable 
people have 
difficulties 
with digital 
technology.

64% 
of those 
aged 75 or 
over and 41% 
of people 
without 
educational 
qualifications 
had no 
Internet 
connection 
in 2019.

Who are the digitally excluded?
Marie Cohen-Skalli To know this, we 
have to cross-reference various figures: 
according to Insee, 17% of French peo-
ple cannot use digital technology for 
everyday purposes and 47% lack at least 
one basic skill. Young people, seniors, 
city residents or inhabitants of rural 
areas, the profiles are varied and go 
against common wisdom. Some seniors 
have good equipment but few skills; 
young people can be very comfortable 
on social networks, but much less so 
when it comes to using digital technol-
ogy in a professional context, for writing 
and sending a CV, for example.

You mentioned equipment. What 
is the sticking point? Is it access to 
skills or access to equipment?

Marie Cohen-Skalli Both, but for a 
long time we mostly addressed the skills 
component, responding by providing 
support for the public. Yet we can see 
that one of the major barriers in France 
is the cost of equipment and connection. 
A recent report from the Capgemini 
Research Institute shows that, for 56% 
of people who are offline and aged 22 
to 36, the cost of the device is the reason 
they have never used the Internet. 
Smartphones get lost, get stolen, break 
and are too expensive for someone who 
is on minimum welfare payments.

Is the health crisis increasing 
awareness of these issues?

Marie Cohen-Skalli Yes, clearly, there 
is a feeling that the State and local 
authorities are ready to release more 
resources to equip people on low incomes 
and especially the young. The crisis has 
shown that the use of digital technology 
is not a choice. It affects all our everyday 
services and should become a right! Lack 
of digital skills is the illiteracy of the 
modern age. The digital revolution has 
been very rapid, it happened in a few 
decades, and it is stigmatising for those 
who are not on board the technology 
train. Among the audiences we support, 
there may be a fear of this abstract world. 
This is why it is important to spend time 
with them, with empathy and sensitivity. 
This is what Emmaüs Connect volunteers 
do, and the people on job integration 
schemes who run our reception centres.

“Lack of digital  
skills is the illiteracy  
of the modern age.”

Marie Cohen-Skalli
After graduating from Paris 
Dauphine university  
and the London School  
of Business and Finance, 
Marie Cohen-Skalli worked 
in microfinance and led 
transformation projects 
before joining Emmaüs 
Connect, in 2017.

Dreaming cities

MARIE COHEN-SKALLI
Director of Emmaüs Connect

The RATP 
Foundation 
is bridging 
the divide
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ow are cities using digital technology to encourage 
citizen governance and make citizens become players 
in their city? Some are applying it to everyday situations: 
in Montauban, residents have been using the Tellmycity 

app since 2016 to report damage or anomalies in public spaces 
to the city council, supported by geotagged photos. The tool 
improves the relationship with users and is also a good barometer 
of the quality of life in the neighbourhoods. Other cities are 
developing different approaches, such as Lannion, with its 
collaborative cartographic database created on a free platform 
in the style of OpenStreetMap. To continuously and accurately 
improve this tool, it calls on help from citizens. And it works: 
the “digital commons” produced in this way benefit everyone. 
Teachers in the region use it in their lessons; the list of accessible 
places, exhaustive and close to users’ hearts, improves the 
daily lives of persons with reduced mobility; citizens’ expertise 
as users of public spaces can be fed back more easily to the 
departments in charge of their maintenance and development.
Some cities are embarking on more detailed experiments. 
The Greater Lyon area, La Rochelle and Nantes Métropole 

are now involved in the Mesinfos project from the think tank 
Fing. This self-data approach gets citizens involved in the 
production, use and sharing of their personal data, under 
their control and for their own purposes. La Rochelle is testing 
“CO2 Coach”, a tool for measuring and reducing the carbon 
footprint, with a group of volunteers (employees of Enedis, 
La Poste, city officials, residents, etc.).

UTOPIA OR NEW EL DORADO
Despite these initiatives, citizen empowerment still has a long 
way to go. “Some cities or towns are clearly demonstrating 
their wish for transparency through open data, which would 
encourage citizen participation,” notes Antoine Courmont, 
scientific manager of the Cities and digital technology chair 
at Sciences-Po Paris. “But the data made available is generally 
not easily accessible by citizens, who need the help of an 
expert to open the files and understand them.” For Julie de 
Pimodan, on the other hand, civic tech can help revive democratic 
vitality. She co-founded and manages Fluicity, a company 
specialising in collective decision-making solutions and tools 
(surveys, participatory budgets, collaborative projects, etc.), 
and believes that with these tools it becomes possible to  
“re-engage citizens on a massive scale while increasing the 
efficiency of public service”.

H
A

A

Opening 
up 
innovation
Launched in November 2019 
and dedicated to “new forms 
of mobility and enhanced  
city living”, RATP Group’s 
start-up accelerator is in its 
first season, with six promising 
start-ups invited to test  
and deploy their solutions  
and services on the RATP 
network. Among the 
innovators selected: Geovelo, 
a pioneer in the planning of 
cycling routes. To give a boost 
to intermodal transport, the 
app prioritises cycle lanes and 
streets with little traffic, 

providing users with comfort, 
safety and peace of mind. It 
also calculates routes adapted 
to each user’s cycling practice, 
and geolocates parking spots 
and self-service bicycle 
stations. Another lucky 
participant is FieldBox.ai and 
its app that uses artificial 
intelligence to generate 
optimisation scenarios. The 
aim is to help RER controllers 
and signalmen make the best 
decisions about the allocation 
of rolling stock, with a positive 
impact on equipment 
maintenance… and traffic 
flow.

More and more cities are using digital tools to stimulate 
citizen participation, reinventing a sort of digital agora. 
With varied ambitions in mind. Here is an overview.

ANTOINE COURMONT
Scientific manager of the Cities  
and digital technology chair,  
Sciences-Po Paris

“Regions are 
demonstrating  
their wish for 
transparency 
through open  
data, which would 
encourage citizen 
participation.”

A

A

A

A
A

DATA,
FUEL FOR 

DEMOCRACY

Dreaming cities
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Collaborative culture and digital 
platforms are fundamentally 

transforming the way cities interact 
with their inhabitants. Some pioneers 
are already moving towards a “city as  

a service” model, sometimes at  
the risk of crossing the red line.

S eeing the city as a service: a magnanimous utopia or a dangerous ideology? 
The question of limits arises when the rules of the game are not clearly 
established. Espoo, the second largest city in Finland with 
285,000 inhabitants, has been resolutely committed to a “city as a 

service” approach since 2012, with the aim of moving from a traditional bureaucratic 
model to a consumer-oriented approach. It made the choice to organise all its 
experiments jointly with its citizens. Among the most notable projects: School as 
a service has changed ways of learning and teaching, notably by decentralising 
places of learning and breaking away from the idea that a school equals a building. 
The city’s high school students now take certain courses at the university. The 
result is a campus that is more open to the local community, cost optimisation 
thanks to the pooling of classroom space, and valuable discussions between different 
age groups.

But sometimes city transformation goes beyond the original intentions. Toronto, 
in Canada, wanted to turn a 100-hectare floodplain on the shores of Lake Ontario 
into a showcase for digital modernity. Waterfront Toronto, the public body in 
charge of the development, chose to entrust Sidewalk Labs, a subsidiary of Google’s 
parent Alphabet, with the development of Quayside, a former wasteland. But 
Sidewalk Labs’ plans, based on mass collection of data from sensors implanted 
in this ultra-connected futuristic neighbourhood, quickly gave rise to concerns 
about the protection of residents’ privacy. Citing the economic crisis linked to 
Covid-19, Sidewalk Labs finally threw in the towel in May 2020 and announced 
that it was abandoning the project.

SCHOOL AS A SERVICE

Inspirations

TOMOR- 
ROW,

THE CITY  
AS A 

SERVICE
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Never has the urban mobility offer 
been so abundant. With mobility as a 
service, users now hold all the cards 
when making their choice.

With a single mobile app combining a 
route planner, a portal to a region’s 
public and private transport offers and 
a means of payment, MaaS platforms 
allow urban mobility to enter the ser-
vices age, and users to take control.  
It is up to them to choose whether to 
travel quickly or to take their time,  
according to the weather at the time, or 
to decide whether to travel alone or with 
others…

Delivering on the promise 
of digital technology
The promise is great. Delivering it is a 
real challenge. The different transport 
modes (train, bus or tram, scooter or 
electric bicycle, etc.) are managed by 
operators of all kinds: private and pub-
lic carriers, start-ups, automobile manu-
facturers, digital players, etc. Creating 
fluid and “seamless” journeys requires 

that their digital platforms are tech nically 
interoperable and that they use common 
secure standards. As for the physical 
interconnection between modes, it must 
accurately reflect what the MaaS apps 
offer. This supposes an integrated  
approach, combining transport, urban 
planning and services, based on new 
forms of shared governance. In France, 
RATP Group is one of the pioneers of 
MaaS. It has already developed the TAC 
Mobilités application for customers of 
the transport network in Annemasse, 
launched a MaaS solution integrating 
smartphone tickets in Angers in Sep-
tember 2019, and is now deploying a 
MaaS app in Brest. Finally, in Novem-
ber 2020, it bought Mappy, number three 
in daily mobility in France after Google 
Maps and Waze, with the intention of 
developing a 100% French leader in 
digital mobility.

world, which is not the case  
for all players. Dealing with the 
complexities of multimodal 
integration, on behalf of 
passengers, means making sure 
it works in real life! This is what 
we did in Annemasse with a 
jointly built MaaS app, within  
a public-private ecosystem that 
is quite unique in France.

The digital city thrives  
on data. What is your 
vision of the proper 
management of this 
resource?

I will distinguish three broad 
families of data. First, the data 
that helps to keep passengers 
better informed, and is a 
stimulus for the mobility 
ecosystem. We were the first  
to open up this data in 2012, 
going beyond what the 
regulations require of us. 
Then operational data, which  
is a matter of personal safety 
and the business secrets that 
we protect. Finally, data that 
falls between these two worlds, 
which can be exchanged  
with other operators when 
jointly building a service.  
But in the end, let’s not forget 
that the value of data is in the 
service we are able to produce 
from it.

Is the digital transition  
a real game-changer  
for RATP Group?

Not that much. The Group 
has always known how  
to anticipate technological 
challenges, as proven by  
its history. Digitalisation  
is just one more challenge,  
a cultural challenge,  
of changing our ways of 
working and designing.  
We are addressing this  
with an ambitious digital 
transformation plan, which 
has been going on for three 
years now.

What is the ambition in 
terms of digital strategy?

To become the leader  
in connected mobility, with 
two strong points of 
differentiation. We promote 
sustainable mobility, which 
allows the city to be less 
congested and less polluted. 
And we have the ability to 
support digital uses that are 
consistent with the physical 

Vania 
Ribeiro

Chief Digital Officer 
at RATP Group

MaaS or 
mobility 
in your 
pocket

“The value  
of data  
is in the 
service we 
are able  
to produce 
from it.”

MOBILITY AS A SERVICE

TALK

Inspirations

Data opens  
up with  
the Mobility 
orientation  
law

By setting out a clear 
framework for opening up 
transport data, the Mobility 
orientation law (loi 
d’orientation des mobilités 
– LOM) gives a decisive boost 
to multimodal transport.
Players in the public sector 
were already required to 
share their data, but 
essential information for 
passengers remained difficult 
to access because it was 
scattered. Other 
information, collected by 
private players, was off the 
radar. With the LOM, the 
requirement to open up
data extends to providers of 
car-sharing services, electric 
or hybrid vehicle charging 
point operators and 
car-pooling platforms. The MaaX (Mobility as an 

eXperience) app is being tested 
over six months, with 
Île-de-France Mobilités and the 
participation of 2,000 volunteer 
beta testers. It has been 
developed by RATP Group’s 
Digital Factory, which brings 
together more than a hundred 
employees involved in the agile 
design of products and tools.
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movement that is now led  
by the cities themselves.  
In order to become a smart 
city, each city must chart its 
own course, and find effective 
and sustainable formulas  
to meet its own challenges. 
The solutions may suit several 
cities, but each must have  
a unique and personalised 
road map.

How can smart systems 
be put at the service  
of city residents?

Technology, which dominates 
our lives and especially our 
urban lives, is essential for 
improving urban life and 
empowering citizens, but it 
must not restrict freedom  
of expression, creativity, art 
and all that makes cities 
inspiring, dynamic, exciting 
and attractive. Being smart 
does not come from the city, 
but from its people: it is this 
humanisation that we must 
strengthen if we want truly 
smart cities in the future.

Which are the smart 
cities of today?

The largest smart cities are 
spread around the world: 
Barcelona, Vienna, Paris, 
Copenhagen, New York, 
Singapore, Seoul, etc. But we 
are also seeing today the 
coexistence of various models 
that do not give the same 
importance to certain 
elements of the smart city:  
in Northern Europe, the 
emphasis is on sustainability; 
in Asia, the technological 
component is evident; other 
cities have chosen to develop 
or apply a more cross-cutting 
strategy, such as Paris, the 
“15-minute city” in which 
everything a resident  
needs can be reached  
within 15 minutes, or the 
technological humanism  
of Barcelona.

What are the most 
promising initiatives  
that you have seen?

In recent years, we have 
witnessed a radical change  
in the smart city concept:  
a real spearhead for 
technology companies,  
which advocated an intensive 
application of the technology. 
The model has now evolved 
into a transversal city 
paradigm that addresses 
urban space, quality of life, 
sustainability, inclusion  
and fairness as a whole,  
and which is part of a 

Pilar Conesa
Congress Director  
of Smart City Expo

There is a dialogue around the subjects 
of urban innovation, public space, 
citizen participation and private 
initiatives.

To ensure a balance between private 
interests and citizens’ concerns, each 
city sets the bar at a different level. At 
the forefront of smart cities, Barcelona 
created its Urban Lab in 2008 to let 
entrepreneurs use public spaces to test 
their ideas for improving city life. When 
a project is selected, the Urban Lab 
identifies the neighbourhoods where it 
can be tested and connects the innov-
ators with the municipal services in charge 
of these sectors. Since 2008, around 
80 projects have been submitted and a 
quarter of them tested in the city streets. 
Among the innovations that the Urban 
Lab has enabled to emerge, many are 
linked to mobility: intelligent garbage 
collection by optimising journeys, an 
app to find parking spaces, and real-time 
monitoring of road traffic to allow local 
authorities to better manage it. In Fin-
land, Helsinki clearly presents Forum 
Virium Helsinki as the city’s innovation 
company. Its mission is to make the 

Finnish capital the most efficient smart 
city in the world, by really involving the 
population in the innovations offered. 
The Kalasatama district serves as a 
testing ground. Several thousand resi-
dents have already taken part in pilot 
programmes on subjects ranging from 
sports coaching to energy management. 
In France, Nantes City Lab provides 
start-ups with trial sites (roads, buildings, 
public spaces, parks, etc.) as well as 
public datasets and a mechanism that 
systematically involves citizens as project 
players, testers or evaluators. Finally, 
with Paris&Co, the City of Paris has set 
up an economic development and in-
novation agency that is intended to 
facilitate urban experimentation in the 
city through a dedicated structure, the 
Urban Lab.

My city, 
my lab

Pilar Conesa
Pilar Conesa founded 
and runs Anteverti,  
a consulting firm 
specialising in urban 
innovation. Former 
director of information 
systems for the city  
of Barcelona, she is 
one of the pioneers  
of the smart city and  
is Congress Director  
of Smart City Expo 
World Congress, one  
of the world’s key 
smart city events.

Almost  
80 
projects  
submitted  
to the Urban 
Lab in 
Barcelona 
since 2008

1/4  
of the 
projects 
already 
tested in 
the city’s 
streets

“Technology 
is necessary, 
but not 
sufficient,  
to make 
cities happy.”

URBAN LAB

Inspirations

TALK
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sensors installed for 
Paris2Connect, we will better 
understand what is really 
going on in the street.

You also work with 
French academics.  
Can you tell us about  
the chair created with 
leading science and 
engineering university 
École des ponts 
ParisTech?

The name of this chair is 
“How should we regulate the 
city of the future?” Its work 
began on a first subject, 
MaaS, with two of the 
university’s laboratories, one 
a specialist in mobility, the 
other in public policies. 
Several workshops have 
already been held, bringing 
together players from the 
Group and the research 
teams. Their goal is to explore 
the way in which regulators 
and decision-makers can use 
MaaS, this tool which sees  
the convergence of the core 
functions of local authorities, 
the contribution of operators 
and end uses.

Has the Group taken  
an upstream position on 
innovation in the city?

In fact, my division does not 
work on directly operational 
subjects but rather on 
long-term projects. Our 
approach is systemic and goes 
beyond the platforms that are 
generally mentioned when 
talking about the digital city. 
It is more a question of 
looking at how to use digital 
technologies to optimise  
the boundaries between 
public transport and other 
urban systems.

Is this the purpose  
of the partnership 
formed with the 
Massachusetts Institute 
of Technology (MIT)?

We have just completed our 
first year of working with MIT 
on smart curbs. The curb, the 
edge of the sidewalk where it 
joins the road, is at the border 
between buildings and traffic 
flows. We want to better 
understand the uses of these 
rare public spaces which are 
subject to high demand.  
The Paris2Connect project is 
another example of our 
interest in uses. Its roll-out 
has been delayed by the 
health crisis, but we are in the 
process of identifying the use 
cases we will be working on.  
Using the cameras and 

Shadi
Sadeghian

“We look  
at the city  
in the long 
term and  
in a systemic 
way.”

TALK

Head of RATP Group’s 
research and innovation 

programmes division

50%  
of public 
space  
in Paris is 
reserved  
for cars

9  
smartpoles 
installed 
between 
Lyon, Paris-
Bercy and 
Austerlitz 
stations

Paris, 13th arrondissement, the Paris Rive 
gauche neighbourhood. It is here, along 
Avenue Pierre-Mendès-France and 
Austerlitz station and around the National 
Library of France, that “Paris2Connect” 
is being brought to life. The project is 
one of 15 winners of the 2018 call for 
proposals for an “Urban innovation district 
for Paris Rive gauche” launched by the 
City of Paris. “Paris2Connect” is led by 
a group of private, public and start-up 
players. RATP Group is part of it, alongside 
ATC France, Audiospot, Aximum, Nokia, 
Parking Map, and Signify (formerly Philips 
Lighting).

As close as possible to uses
A former deputy to the mayor of Paris 
in charge of urban planning, economic 
development and attractiveness, Jean-
Louis Missika points out that 50% of 

public space in Paris is now reserved for 
cars, while they only represent 13% of 
journeys. “The challenge of this 
collaborative project is therefore to better 
observe the city, by measuring and 
capturing citizens’ real uses, using a shared 
urban digital infrastructure of nine 
‘smartpoles’ installed on the route linking 
Lyon, Paris-Bercy and Austerlitz stations,” 
adds Côme Berbain, Innovation Director 
at RATP Group. Three working themes 
have been chosen: driverless transport, 
smart infrastructure (intersections, 
lighting, parking lots and signage)  
and user experience (accessibility, 
attractiveness and organisation of public 
spaces). The Group, which has already 
led successful driverless shuttle 
experiments in France and the United 
States, is providing a use case around 
the driverless vehicle.

The smart  
streets  
of Paris  
Rive gauche

SMART

Inspirations
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Is the digital city fragile? In the era of digitisation  
of public services and management

of major urban functions over networks, it becomes 
the target of choice for hackers.

which award public contracts, hold information on companies and their citizens which 
may be of interest to third parties. And the more they digitise, the more vigilant they 
must be. Today, the attacks target city hall computers, while tomorrow they could 
target traffic signals, connected lighting or driverless shuttles on the public transport 
network. RATP Group, a pioneer in driverless shuttles, is proactive regarding these 
risks, by promoting a security-by-design approach to manufacturers and by carrying 
out cyber audits on vehicles and their management infrastructure. “Our challenges 
are above all those related to the cyberdefence of critical infrastructure as well as the 
protection of the privacy of our employees and users,” notes Pierre-Marie Lore, RATP 
Group’s Cybersecurity Officer. “We therefore make our teams and managers very 
aware of these issues.”

Cities are starting to fight back, often in a collective way. In 2017, 
Lyon created the first European cluster dedicated to the 
cybersecurity of industrial and urban systems. Rennes, which 
is home to a cybercentre of excellence, hosts a benchmark 
cybersecurity event every year, the European Cyber Week. Lille 
has made the International Cybersecurity Forum a very popular 
event. In the Morbihan departement, 60 towns have joined 
together to create a common platform for the management 
and protection of digital data. Others rely on the expertise of 
the Cybermalveillance public interest group or dedicated 
associations, such as Declic. The dynamic is still insufficient, 
but it is essential for the resilience of the cities of the future.

B altimore, United States, May 2019. A large-scale attack affects more than 
10,000 city administrators’ computers along with 600,000 belonging to private 
individuals. E-mail inboxes are blocked, security cameras are blurred, some 
vital functions, such as water management, are disrupted. The hackers demand 

a ransom of $100,000 payable in bitcoins. The mayor refuses to give in and sets up an 
emergency system to continue operating municipal services, but the city will remain 
paralysed for ten days and the financial damage is now estimated at $18 million.
Pay a ransom or restore your data? Not all cities make the same choice. France has not 
been spared by this phenomenon. In 2019, according to the Cybermalveillance group, 
more than 1,200 local authorities were victims of cyberattacks.
In March 2020, information systems and data related to the municipal elections in 
Marseille, Martigues and the Aix-Marseille-Provence conurbation were the target of 
attacks affecting a total of around 300 machines, according to estimates from the French 
National Cybersecurity Agency. The following month, it was the turn of two towns 
in the Morbihan region to be targeted.
The scenario is well-known. A simple e-mail is enough to encrypt all or some of the 
data on a network, rendering it unusable, using malicious software (ransomware). To 
obtain the encryption password, the victim is ordered to pay a ransom. The only 
alternative is to set up a makeshift IT organisation, asking municipal officials to use 
a personal Wi-Fi network for example, and then restore the encrypted data from 
backups, which may take weeks. Of course, a city is not a business and will not go 
bankrupt if attacked. And of course, cities are, like operators such as RATP Group or 
SNCF, subject to open data obligations and some of the data they process is therefore 
accessible to all. In the event of a cyberattack, cities and large infrastructure and 
network operators are indeed faced with major risks to citizens’ safety or health. Cities, 

“Technology must be 
just as appealing an area 

as the city. It is vital  
that RATP Group be 

recognised as a trusted 
digital operator.”

PIERRE-
MARIE LORE

RATP Group’s 
Cybersecurity 

Officer
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Companies are  
still targeted

67%  
of French companies 
were affected  
by a cyberattack  
in 2019

Average cost  
of these attacks:  
€97,771,  
up 125% compared 
with 2018

Nearly
1 in 2
French companies 
say they are 
worried about  
their ability to cope 
with cyberrisk

TALK

“Today’s 
cities are 
already 
exposed,  
and smart 
cities will be 
more so.”

After banks and 
businesses, why is the 
public sector the new 
target for hackers?

In 2014-2015, hackers were 
mostly trying to steal credit 
cards. Then they turned to 
data belonging to very large 
companies, which they could 
ransom. But banks and large 
groups have learned to 
protect themselves and have 
invested in cybersecurity.  
In contrast, the public sector 
still does not spend enough 
money on protecting its 
information systems and 
recruiting experts.  
The hardware is sometimes 
old, and therefore more 
vulnerable to attacks.
When carrying out a 
hardware inventory, it is 
common to come across 
shadow IT, a handful  
of computers that are 

permanently on, with no one 
knowing what they are used 
for, and no one daring to 
unplug them!

How can the public sector 
protect itself?

The best protected are those 
who have already been 
attacked. Things move slowly. 
A little faster at state level: 
Israel has dedicated a 
ministry to combating 
cybercrime and calls on a 
network of volunteer ethical 
hackers like me to raise 
awareness with city councils. 
To be optimistic, I would say 
that attacks at city level are 
more embarrassing than they 
are dangerous. What will pose 
real problems tomorrow  
is the smart city and the 
proliferation of connected 
equipment (parking meters, 
video cameras, lights), which 
will all be weak points.

Gracier
Ilan

Ilan Gracier
Ilan Gracier is a “white 
hat hacker”, an ethical 
hacker who carries out 
penetration testing  
to allow companies 
and administrations  
to strengthen  
the security of their 
information systems.
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